NupopmanmonHas namMsaTKa A5 Y4eHUKOB
NHOPOPMAIIMOHHAA ITAMATKA I OBYUYAIOIUXCA J1JIA
PASMEIHIEHUA HA OOPULHNAJIBHBIX HTHTEPHET-PECYPCAX

C Ka>XIbIM I'OAOM MOJIOACKHU B MHTCPHCTC CTAHOBUTLCA 6OJ'II>IIIC, d IMIKOJIBHUKHW OJHH H3
CaMbIX aKTHUBHBIX I10JIb30BaTECIICH PYHeTa. Mexcz[y TEM, IIOMHUMO OI'POMHOI'0 KOJIMYCCTBA
BOBMO}KHOCTeﬁ, HHTCPHCT HCCCT U HpO6JICMI)I. OTa naMmsTKa JOJDKHa IIOMOYb Tebe
Oe301macHo HaxXxOoOUTHCA B CCTH.

KomniboTepHbie BUPYCHI

KoMmmnbroTepHBIl BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOIPAMM, OTINYUTEIBHON
O0COOEHHOCTBIO KOTOPOH SABIISIETCSI CIOCOOHOCTH K Pa3MHOXKEHHIO. B omonHeHne K 3Tomy,
BUPYCbl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXKHUTH Bce (Qailibl U JaHHbIE,
MOJIKOHTPOJIBHBIE TMOJIB30BATENI0, OT HMMEHU KOTOPOro Oblia 3amyllieHa 3apa’kKeHHas
mporpamMma, a TakK€ IMOBPEAUTh WA JIaXE€ YHHUYTOXKUTH OINEPAIMOHHYIO CHCTEMY CO
BceMH (aiiamMu B LEeJIOM. B OONBIIMHCTBE Cly4aeB pacHpOCTPAHSIOTCS BUPYCHI yepes
WHTEPHET.

MeTOIH)I 3allIMThI OT BPCAOHOCHBIX IMPpOrpamMm:

1. Vcnionb3y#t COBpEMEHHBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIIINE CEPhE3HbIN YPOBEHb
3aIIUTHI OT BPEAOHOCHBIX MPOTPaAMM;

2. [locrostHHO ycTaHaBnuBail maruu (UUQpoOBBIE 3ariaTKU, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C IIEJBI0 JOPAOOTKHU MPOTrpaMMbl) U Jpyrue OOHOBIICHHUS CBOEH
ornepanoHHoW cucrtembl. CkaynBailT HMX TOJBKO C OQUIMATIBLHOTO CcaiiTa
pazpaborunka OC. Ecnm cymecTByeT pexuM aBTOMaTHYECKOTOo OOHOBJICHHUS,
BKJIFOUH €T0;

3. PaboTait Ha cBOeM KOMIIBIOTEpE TTOJT MPaBaMU ITOJIH30BATEIIS, a HE aIMHHICTPATOPA.
DTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAaMM HHCTAJIUPOBATHCS Ha
TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4. Vicnionb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MTPOIYKTHI U3BECTHBIX MPOU3BOAUTENCH,

C aBTOMaTU4YE€CKUM OOHOBJIEHHEM 0a3;

. Orpannub pu3NUECKU TOCTY K KOMIIBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonb3yii BHENIHUE HOCUTENW WH(MOpMAIINK, Takue Kak duienika, JUCK uiu danm
13 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBaii KOMIbIOTEpHBIC (haliIbl, TTOTYUYCHHBIE U3 HEHAJAC)KHBIX MCTOYHHKOB.
Jlaxxe Te aiisibl, KOTOpBIE MPHUCHAT TBOW 3HAKOMBIA. Jlydiie yTodHM y Hero,
OTIIPABJISUT JIK OH TeOe uX.

o1

Ceru WI-FI

Wi-Fi - 310 He BHI IIepeaadu JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIL OpeH, Mapka. Eiie B
1991 romy HuaepiaHjckas KoMmmaHus 3apeructpupoBana Openng "WECA", dto
o0o3Hayano cimoBocoueranue "Wireless  Fidelity", koTopeiii mepeBoguTCcs — Kak
"GecrnpoBoAHAS TOUHOCTD'".
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Jlo Hamero BpeMeHH JaomnuIia Apyras adOOpeBwarypa, KOTOpas SBISETCS TaKOW IKe
TexHojoruen. 1o abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
cTaHiapT Bbiciied 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBome o3HayaeT "BBICOKas
TOYHOCTB".

Jla, OecrutaTHBIH MHTEPHET-AOCTYI B Kade, OTENIX M a’poInopTax SBISCTCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIEPTHI CYMTAIOT, YTO OOIIIEIO0CTYITHBIS
Wi-Fi cetu He SBISIOTCS 0€30ITaCHBIMHU.

CoBeTbl 110 0€30MACHOCTH Pad0THI B 001IETOCTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBow jauuHylo HMHGpopmanuio yepe3 obmienoctynHsie Wi-Fi cetu.
PaGotas B HHMX, KeIaTeJbHO HE BBOAWTH MAPOJW JOCTyMa, JIOTMHBI M KaKHUE-TO
HOMEDA;

2. Vicnionp3yit 1 0OHOBIIAN aHTUBHPYCHBIE TPOTPaMMBbI U OpaHamayep. TemM cambIM ThI
obOe3omnacuiib ce0si OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRBO;

3. [Ipu ucnonws3zoBannu Wi-Fi otkmroun Qynkiuio "OOmmid goctyn K daitnaMm u
npuHTepam". JlaHHas (yHKUMS 3aKpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATEIN aKTUBUPYIOT €€ JIJIsl yIoOCTBa UCIIOJIB30BaHUs B paboTe Uin yueoe;

4. He ucnone3yt nyonuunbsii WI-FI nns nepenaun JMUYHBIX TaHHBIX, HAIPUMED IS
BBIXOZIa B COI[MAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO MOYTY;

5. Mcnonp3yit Toapko 3amuieHHoe coeauuenne yepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoAU uMeHHO "https://";

6. B MoOuwiabHOM Tenedone otkmoun  yaknuo  'Tlomkmrouenne k- Wi-Fi
apromarnuecku'. He momyckalh aBTOMAaTHMYECKOTO TOAKIIOUEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero comacusi.

ConmnajbHbIe CeTH

CounanbHble CETU aKTUBHO BXOJAT B HAIly >KM3Hb, MHOTHE JIFOIU paOOTaIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUJUIMAP]] YETOBEK, UTO SBISIETCS OJHOMN
CeabMOM BcE€X JKHUTEICH IIaHeThl. MHOTrHWE IIOJL30BaTeId HE MOHHUMAIOT, YTO
uHpopMaiusi, pasMmelieHHas UMM B COILUAJBHBIX CETAX, MOXET ObITh HalIeHa U
MCIIOJIb30BaHa KEM YrOJHO, B TOM YHCJIE HE 00s3aTeIbHO ¢ OJaruMu HaMEPEeHUSIMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIMAJIBHBIX CCTAX:

1. Orpanuup crucok Apy3eil. Y 1e0s B Opy3bsix HE JOKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOICH;

2. 3amumiail cBOIO 4acTHYIO >ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, aatry
TBOETO POXJACHUS M JPYTyIO JIMYHYIO WHGOPMAUIO. 3JIO0YMBIIIIEHHUKH MOTYT
UCIOJIb30BaTh Jaxe MHMOPMALMIO O TOM, KaK Thl U TBOM POAMTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIbI;

3. 3amumiai cBOK pemyTaluio - AEpKHU €€ B UNCTOTE U 3ajaBail ce0e BONpPOC: XOTEN
Obl ThI, YTOOBI JIpyrue IMOJIb30BATENM BHJENU, YTO Thl 3arpyxaemib? [lomymaii,
MPEXJIe YEM UTO-TO OMYOJIMKOBATh, HAMMKUCATh U 3arPy3UTh;
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4. Ecnu Tl TOBOPHUIB C JIOIbMHU, KOTOPBIX HE 3HACIIb, HE UCIONB3YyH CBOE peabHOe
UMS U JIPYTyl0 JUYHYIO UHGOPMALMK: UM, MECTO YXKUTEIbCTBA, MECTO Y4eObl U
npoyee;

5. N36erait pasmemenus dortorpaduii B UHTepHeTe, rie Thl n300pakeH Ha MECTHOCTH,
0 KOTOPOM MOKHO ONPEIETUTh TBOE MECTOIOIOKECHHE;

6. [Ipu perucrpauuud B COIHAIbHOW CETH HEOOXOJUMO UCIOJIb30BaTh CIIOXKHbIE
MapoJu, COCTOsIIME U3 OYKB U U(p U C KOTMYECTBOM 3HAKOB HE MEHeEE &;

7. I conuanbHOM CeTH, TIOUTHI U JPYTUX CAaWTOB HEOOXOAMMO MCIOJIB30BaTh pPa3HbIC
naponu. Torga eciau Teds B3IOMAIOT, TO 3JIOYMBIIIUIEHHUKH TOTYYaT AOCTYI TOJIBKO
K OJTHOMY MECTY, a HE BO BCE Cpas3y.

JIEKTPOHHBbIE JeHbIH

DONEKTPOHHBIE JIEHBI'H - 3TO OYEHb YAOOHBIM CIOCOO TIaTeXei, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBTH.

DONEeKTPOHHbIC JEHBIU MOSBUIUCH COBCEM HEIABHO MU MMEHHO H3-3a 3TOTO0 BO MHOTHX
roCy/lapCcTBax JI0 CUX IMOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHU (PyHKIIMOHHUPYIOT U O HUX YK€ IPOIKCAHO B 3aKOHE, IJI€ UX PA3ACISIIOT
Ha HECKOJIBKO BUJIOB - aHOHHMHBIE U HE aHOHHMMHbIC. Pa3HuIla B TOM, 4TO aHOHUMHBIE -
3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTh onepauu 0e3 UIeHTU(PUKALIUU T0Ib30BaTENs,
a B HEAHOHUMHBIX MJICHTU(UKALUS OJIb30BaTENS SBISIETCS 00s13aTEIbHOM.

Taxxke criemyer pasznuyarh 3JEKTPOHHBIC (UATHBIE JCHBIW (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(PUATHBIC JCHBI'M (HE PaBHBI TOCY/IapPCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI N0 6e30NMacHOl padoTe ¢ JIEKTPOHHBIMHU JIeHbTAMU:

1. ITpuBsikM K cueTy MOOWIBHBIN TeraedoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYI K cuery. [IpuBs3aHHBI TenedoH MOMOXKET, eciu 3a0yelib
CBOU TUIATEKHBIN MApPOJIb UM 3alICIIb HA CAUT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnionp3yit ogHOpaszoBbie maponu. [locie mepexoga Ha YCHJICHHYIO aBTOPH3AIHIO
Tebe yxe He OyleT yrpoxarb OMacHOCTh KpaKu WJIM TMepexBara IUIaTeKHOIO
napoJs;

3. Beibepu crnoxHbli maposib. [IpectynmHukam OyeT HE MPOCTO yrajaarh CIOKHBIN
napoib. Hajmexuple naposiu - 3To mapoiid, KOTOPhIE COEPKAT HE MEHee 8 3HAKOB U
BKJIFOUAIOT B C€0S1 CTPOUYHBIE U MPOMHUCHBIE OYKBBI, ITUGPHI U HECKOJIBKO CUMBOJIOB,
TakKMe KakKk 3HaK Joiiapa, (yHTa, BOCKIMIIATEIBHBIM 3HaK W T.I. Hampuwmep,
$tRONg!;;

4. He BBOZIM CBOM JINYHBIC IAHHBIE HA caiiTaX, KOTOPBHIM HE JJOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DNEKTPOHHAS TIOUTA - 3TO TEXHOJIOTUS U MPEIOCTABISIEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJIYYCHHIO JIEKTPOHHBIX COOOIICHHM, KOTOPBIE PACTIPECIISIIOTCSI B KOMITBIOTEPHOMN CETH.
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OOBIYHO  DJICKTPOHHBIM  TOYTOBBIA  SMIMK  BBIDBIAWT — CICAYIONUM  00pa3oMm:
UMs_TIOJIb30BaTesi(@uMsl_ToMeHa. Takke Kpome Mepelayd MpPOCTOro TEKCTa, UMEETCs
BO3MOXKHOCTD IepeaaBarh (ailiibl.

OcHoOBHBIE COBETHI 110 0e30MacHOi padoTe ¢ JJIEKTPOHHOM MOYTOM:

. Haymo BbIOpaTh mOpaBUIBHBIA IOYTOBBI CepBUC. B HHTEpHETE €CTh OTrPOMHBIN

BBIOOp OECIUIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO Jy4llle JTOBEPSITH TEM, KOTO
3HACIIb U KTO NEPBbIA B PEUTHHIE;

. He yxa3piBaii B 1nuHOM nouTe Ju4yHyro uHpopManuio. Hanpumep, mydine BeIOpaTh

"My3bIKanbHbIN _(panat@" unu "pok2013" BmMecto "Temal3";

. Ucnionp3yli ABYXATAllHYI0 aBTOPU3ALMIO. JTO KOIJla MOMUMO Mapojsi HYXHO

BBOJIUTH KOJI, IpUChUIaeMbIi 10 SMS;

. BeiOepu cioxHbIil maponb. [ KaxAgoro Mo4ToBOro SIUKa JOJKEH ObITh CBOM

HAJIC)KHBIM, YCTOWYMBBINA K B3JIOMY IIApOJIb;

. Ecin ecTh BO3MOXHOCTh HAlMCAaTh CAMOMY CBOW JIMYHBIA BONPOC, HUCIOJIB3YH 3TY

BO3MO>XHOCTD,

. Acrionb3yil HECKOJBKO TMOYTOBBIX SAMIMKOB. [IepBBIM 1jii 4aCTHOM NEPEHUCKUA C

agpecaTaMH, KOTOPBIM Thl JOBEpSCHIb. IJTO DSIEKTPOHHBIA aJpec HE HaJo
UCIIOJIb30BATh MPHU PETUCTpAIMU Ha GopyMax U calTax;

. He OTKpBIBaﬁ (1)aI>JIJII>I U OPYTUC BJIOXKCHHUA B IIMCbMAX, HAKC CCJIM OHHU IIPHUIIIN OT

TBOUX Jipy3el. Jlyule yTouHu y HUX, OTIIPABIISUIH JIU OHU TeOe AT (aitiibl;

. Ilocine oxoHuaHus pa6OTbI Ha IIOYTOBOM CCPBHUCC IICPCH 3aKPBITHUCM BKIAAKH C

caiToM He 3a0ynb HakaTh Ha "Beriitu".

KuOepOysinHT MM BUPTyaJibHOE U31€BaTeJIbCTBO

KubepOymmHr - npeciienoBanue cOOOIEHUSIMU, COAEPKAIIMMU OCKOPOJICHUS!, arpeCcCHIo,
3allyTMBaHUE; XYJIUTAHCTBO;, COIMATbHOEC OOWKOTUPOBAHHE C TOMOIIBIO Pa3IMYHBIX
WHTEPHET-CEPBUCOB.

N

o1

OcHoBHBIE COBETHI 110 00pbOe ¢ KHOEPOYIJIMHIOM:

. He 6pocaiicsa B 60ii. JIydmuii cnoco0: mocoBEeTOBaThCA Kak ceOsi BECTH U, €CIIU HET

TOTO, K KOMY MOXXHO OOpaTHUTHCS, TO BHaYalle YCIOKOUThCSA. Eciau Thl HauyHen b
OTBEUaTh OCKOPOJICHUSMHM Ha OCKOPOJICHHS, TO TOJBKO elle OOJbIIEe Pa30xKKEIlh
KOH(JIUKT;

. Ypaiistit cBoeil kubeppemnyTaruei;
. AHOHUMHOCTh B ceTH MHuUMAas. CylIeCTBYIOT CIOCOOBI BBISICHUTBH, KTO CTOUT 3a

AHOHHUMHBIM dKKayHTOM;

. He crout BecTn XynuraHckuii oOpa3 BUPTyaibHOU >Xu3HU. MHTEpHET Pukcupyet

BCE TBOM JICHCTBUS U COXPAHSIET UX. YIAIUTh UX OyJIeT KpaiHe 3aTPYIHUTEIHHO;

. Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;
. UrHOopupy#i enuHuyHbli HeratuB. OIHOpPA30BbIE OCKOPOUTENBHBIE COOOIICHUS

Jydiiie urHopupoBarh. OOBIYHO arpeccusi MpeKpailaeTcs Ha HayaJlbHOM CTaIuu;
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7.ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMH COOOIIECHHUSIMHU, B
COI[MAIBHBIX CETAX €CTb BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHUH ¢
OIIpEICIICHHBIX aJPEeCOB;

8. Ecnmu T1H1 cBuueTens KubOepOyminuHra. TBoum JAEHCTBUS: BBICTYIUTH IPOTHB
npecienoBarTens, MOKa3aTh €My, 4TO €ro JACWCTBUS OLEHHBAIOTCS HETaTHBHO,
HOAJIEPKaTh KEPTBY, KOTOPOM HYy)KHA IICHXOJIOTUYECKass MOMOIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpecCUBHOTO MOBEICHHUS B CETH.

MoOuniabHbIN TeJ1e¢oH

CoBpeMeHHbIe cMapT()OHBI ¥ TIUIAHIIETHI CcoAepKAar B ceOe BIIONHE B3POCIHBIN
(YHKITMOHAI, ¥ TEMeph OHW MOTYT KOHKYPHUPOBATH CO CTAI[MOHAPHBIMU KOMITBIOTEPAMHU.
Opnnako, CpeliCTB 3alUTHI JJIs1 TOAOOHBIX YCTPONCTB MOKA OYEHb Majo. TecTupoBaHUE U
MOUCK YA3BUMOCTEN B HUX MPOUCXOIHUT HE TaK MHTCHCUBHO, Kak mis [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIC Opay3ephl YK€ MPaKTUYSCKH JOTHAIW HACTOJbHBIC aHAJIOTH,
OJTHAKO pacIIMpeHHe (PyHKIMOHAA BJIEUET 32 COOOM OOJIBIIYIO CI0KHOCTh U MEHBIIYIO
3aIIUIIEHHOCTb.

I[aJICKO HC BCC IIPOU3BOJAHTCIIM BBIITYCKAIOT O6HOBHGHI/IH, 3aKPbIBAIOIIHNC KPHUTUYCCKHUC
YA3BUMOCTH AJIAA CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETBI JIIA 0e301acHOCTH MOOHMIILHOTO TGJ'IG(l)OHaZ

Huuero He sBisieTcst mo-HacTosiiieMy OecruiaTHBIM. bynab OCTOpOXKeH, Belh Korma Tebe
npenararoT 0eCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIYTH;

Hymaii, ipexie uem oTrpaBuTbh SMS, ¢hoTo unu Bumeo. Thl TOYHO 3HACITH, TI€ OHU OyIyT
B KOHEYHOM HUTOTE?

Heob6xoanmo 0OHOBIISATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHA;
Wcrionb3yii aHTUBHPYCHBIE IPOTPAMMBI JIJ1s MOOMITBHBIX Tee(OHOB,;

He 3arpy>1<ap”1 IMPHUIIOKCHUA OT HCU3BCCTHOI'0O MCTOYHHMKA, BCAb OHH MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC O6CCHC‘I€HI/IC;

[Tocne Toro kak Thl BBIMJENIL C caiiTa, TA€ BBOAWJ JMYHYH WH(OpMaluio, 3aiiau B
HaCcTpOMKH Opay3epa u ynaiu cookies;

Ilepronnuecku npoBepsii, KAKKE TUIATHBIE YCIYTHM aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOli HOMEp MOOMJIBHOTO Tejie(poHA TOJIBKO JIFOASM, KOTOPBIX Thl 3HACIIb U KOMY
NOBEPSIEIID;
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Bluetooth momkeH ObITH BBIKIIIOYEH, KOTZIa THI UM HE TMOJb3yenibes. He 3a0biBail mHOTHA
IIPOBEPSTH ITO.

Online urpsi

COBpeMeHHble OHHaﬁH-HFpBI - 9TO KpaACOYHBLIC, 3aXBATbIBAIOIOIUC PAa3BJIICUCHUI,
O6’be,ZIHH5HOHH/IG COTHH TbICAY YCJIOBCK IIO BCCMY MHUDY. I/IFpOKI/I HCCIICAYIOT ,ZIaHHBII;'I 5001
MHUp, O6HlaIOTC$I Apyr € APYIOM, BBIIIOJHAIOT 3adaJddaHWA, CPAXKAIOTCA € MOHCTpaMHU H
IMOJIy49arOT OIIBIT. 3a YOOBOJIBCTBUC OHH IUIATAT: IIOKYIIAIOT AUCK, OIIAYUBAIOT a0OHEMEHT
NN HpI/IO6peTaIOT KaKHcC-TO OIIIHNH.

Bce atu cpenctBa uayT Ha MOAJEpKAHUE W Pa3BUTHE WIPbl, a TAaKXKE Ha caMy
0€30IacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC MATYH
(g poBble 3arIaTKU 1JIs POTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOHT OIacarbCA HC CTOJBKO CBOUX COIICPHHMKOB, CKOJIBKO KpPaXu
TBOCTO IMapoJIsA, HAa KOTOPOM OCHOBaHa CUCTCMaA aBTOPHU3alUU OOJBIIMHCTBA Hrp.

OcHoBHBIE COBETHI 10 0€30MACHOCTH TBOEI0 HI'POBOI'0 aKKayHTa:

1. Ecniu npyroid Wrpok BeAeT ceds IUI0OXO WM CO3/[aeT Tede HENpUsITHOCTH,
3a0JIOKUPYHl €ro B CIIHCKE UTPOKOB;

2. [loxkamy¥icss aagMUHUCTpaTOpaM UIPhl Ha IUIOXO€ TIOBEACHHE JTOTO WIPOKa,
YKEJIaTEIIbHO MPUJIOKUTH KaKHe-TO J0KA3aTeIbCTBA B BUJIE CKPUHOB;

. He yka3biBaii nuunyto nuH@opmaiuio B npodaise urpsi;

. YBaxkall Ipyrux y4aCTHUKOB I10 UIPE;

. He ycranasnuBait HeouimanbHbIe TaTYH U MOJIBI;

. cnionb3y# CII0:KHBIE U Pa3HBIE IAPOJIH;

. Jla>xxe BO BpeMsi Urpbl HE CTOMT OTKJIKOYATh aHTUBUPYC. [loka ThI urpaemb, TBON
KOMIIBIOTEP MOTYT 3apPa3UTh.

~NOo O bW

@OUINUHT WIH Kpaika JUIHbIX JAaHHbIX

OOBIYHOI Kpa)kel JEeHEr M JOKYMEHTOB CEro/Hs YK€ HHUKOrO HE€ YAWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUM 3JIOYMBIIIJIEHHUKNA IEPEMECTHWINCh B HWHTEPHET, U
MPOJOJIKAIOT 3aHUMATHCA " MIOOMMBIM" JIEJIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIMHI, IJIABHAS LIEJb
KOTOPOTrO COCTOMUT B MOJyYEHUH KOH(DHICHIIUATBbHBIX TaHHBIX MMOJIb30BaTeNIeH - JIOTUHOB U
naponeii. Ha anrmiickom si3bike phishing untaercs kak gummHr (ot fishing - peiOnas
JIOBJIsA, password - maposn).

OcHoOBHbBIE COBETHI 110 00pbOE ¢ PUIINHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim ThI TOomo3peBaelib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOIIUTH AAMHUHHUCTPATOPaAM



pecypca 00 3TOM KaKk MOXHO CKOPEE;

2. Ucnonp3yit Oe3omacHble BeO-CaliTbl, B TOM YHCJIE, WHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cnoxHble U pa3Hble napond. Takum oOpa3oM, eciiu TeOs B3IOMAlOT, TO
3JI0yMBIIIJIEHHUKHY TOJIy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY MPOQMIIO B CETH, a
HE KO BCEM;

4. Ecnu TeOs B310ManM, TO HEOOXOOUMO MNPEAYHNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBIIEHBI Y T€OS B APY3bsiX, O TOM, UTO TeOs B3JIOMaIH U, BOZMOXHO, OT
TBOETO UMEHHU OYIET pacchliaThCs CIaM M CChUIKHM Ha (PUIITMHTOBBIE CANTHI;

. YcranoBu HaaexHbi naponb (PIN) Ha MoOunbHBIN TenedoH;

. OTKiII04M COXpaHeHue napoiis B Opaysepe;

. He oTkpsbIBail (aiiibl 1 Apyrue BIOKEHHUS B MHUCbMax, JaXe €CIH OHU MPUIUIA OT
TBOMX Jipy3el. Jlyulie yTouHH y HUX, OTIIPABIISUIIM JIK OHU TeOe 3TH (aiiibl.

~N O O1

Hudposas penyrauus

[udposas penyrtanusi - 3T0 HETaTUBHAS WM MO3WTHMBHAs WHGOpMAIUS B CETH O TeOe.
KomnpomeTtupyromas uHpopMalys, pa3MelleHHAass B HMHTEPHETE, MOXKET CEepPbe3HBbIM
oOpa3oMm OTpa3uTbcid Ha TBoeHl peanbHOU >xu3HU. "lludposas pemyranua" - 310 TBOU
UMUK, KOTOPBIN popmMupyeTcs u3 uHpopMaiuu o Te0e B UHTEPHETE.

TBoe mecTo KHNTCJIIbCTBA, y‘-I€6I>I, TBOC q)HHaHCOBOG ITOJIOKCHHC, 0COOEHHOCTH XapakTepa
H pacCKa3bl O OJIM3KHX - BCE 3TO HAKAINIMBAETCS B CETH.

MHorue moApOCTKH JISTKOMBICJICHHO OTHOCSTCS K MyOJMKAllMM JIMYHONW WH(pOpManuu B
HNuTepHeTe, HE TOHMMAS BO3MOYKHBIX MOCIEICTBUM. Thl Ja)Ke€ HE CMOXKEIIb J0raaarbCsa O
TOM, 4TO (poTorpadusi, pa3MellleHHas 5 JIeT Ha3al, cTaja MPUYUHON OTKa3a MPUHSThH TeOs
Ha padoTy.

KommenTapuu, pazmenienre TBoux (oTorpaduil u Apyrue AeMCTBUS MOTYT HE UCYE3HYTh
Jake Mocje TOro, Kak Thl UX yAalHIlb. Thl HE 3HACUIb, KTO COXPaHWI 3Ty MH(OpPMAIHIO,
II0T1aJI1a JIX OHA B IIOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIM OHA, @ NIABHOE: YTO MOAYyMAaloT O
Te0e OKpYKarolue JII01, KOTOpble HAWAYT U yBUAAT 3T0. HaliTu nHdopmaimo MHOTO JieT
CIIyCTS CMOXET JIFOOOW - KaK M3 J0OpbIX MOOYXAEHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTH
Bpea. ITO MOXKET ObITh KTO YTOAHO.

OcHOBHBIE COBETHI M0 3a1UUTe HU(PPOBOH pernmyTaluun:

1. Tlogymaii, mpexxae 4yem 4yTo-TO MyOJUMKOBaTh U NepenaBarh y cedst B Ojore wi B
COIIMAJIbHOM CETH;

2. B nacrpoiikax npoduiis ycTaHOBH OTPaHUYEHHsI HA MPOCMOTP TBOETO MpOoduiisa u
€ro COAEPKUMOT0, CIeJIal ero TONbKO "I apy3en”;

3. He pasmemaii u He yka3biBail nH(pOpMAIIIO, KOTOpas MOKET KOTO-JIM00 OCKOPOJISATH
WU OOMKaTh.

ABTOpPCKOE MPaBo
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CoBpeMeHHbIE MKOJILHUKH - aKTUBHBIE MOJIh30BaTeNn Iu(poBOro mpoctpancTsa. OgHaKO
JaJIeK0 HE BCE 3HAIOT, YTO MOJIb30BAaHWE MHOTMMH BO3MOXKHOCTSIMHU IU(POBOro Mupa
TpeOyeT coOIIIoIeHUs TPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyajbHass COOCTBEHHOCTb"' OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HAuMHas C HOBBIX H300pPETEHUMH M 3HAKOB, OOO3HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIyTrd, M 3aKaH4YMBasi KHUTamu, (Qortorpadusmu,
KUHO(DUIbMaMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKHUE TIpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JIUTEpaTypbl U HCKycCTBa. ABTOPCKHE IpaBa BBICTYNAIOT B Kay€CTBE TI'apaHTUU
TOTO, YTO MHTEIICKTYalbHBIN/TBOPUECKUN TPYI aBTOpa He OyIAeT HampacHbBIM, JAacT €My
CIpaBe/UIMBbIE BO3MOXKHOCTH 3apaloTaTh Ha pe3ylbTaTax CBOEro Tpyda, MOIY4YHUTh
M3BECTHOCTH U npu3HaHue. Hukro 0e3 pa3pelieHrs aBTopa He MOXKET BOCIIPOU3BOIUTH €TO
MIPOU3BEACHHUE, pacupoCTpaHsATh, myOIMYHO J€MOHCTPUPOBATb, poAaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, MyOIMYHO HUCHOJHSTH, IMOKA3bIBATH/UCHOJIHATh B
a¢upe wim pazmeniars B lHTepHeTe.

Hcnonp3oBanue "HHpaTCKOFO" IIpOrpaMMHOIO 00eCIIeUCHHST MOKET IIPUBCCTU K MHOI'UM
PUCKaM: OT IIOTCPHU AAHHBIX K TBOUMM dKKayHTaM 10 6JIOKI/Ip0BKI/I TBOCTO YCTPOﬁCTBa, rac
YCTAaHOBJICHA HCJICTAJIbHAA IIpOoIrpaMmMa. He crout Takxke 336I>IBaTI>, 4dTO CYHICCTBYIOT
JIeTaJIbHBIE ¥ OCCIIIaTHBIC IIporpaMmal, KOTOPBIC MOKHO HAWTU B CETH.

O noprane

CereBuyok.pd - TBOW IVIaBHBIH COBETYMK B CETU. 3AECh Thl MOXKEIIb Yy3HAaTb O
0€30MacHOCTH B CETH TMOHSATHBIM M JOCTYIHBIM $I3bIKOM, a TIpY BO3HHUKHOBEHUU
KPUTUYECKON CUTYaIlMM OOpaTUTHCA 32 COBETOM. A TakKe MPHUHATh Y4acTHE B KOHKypcax
" CTaTh CaMbIM UG poBbHIM rpaKIaHUHOM !

IIOJIE3HBIM 1 BE3OITACHBIN MHTEPHET. ITIPABWJIA bBE3OITACHOI'O
NCIIOJIb3OBAHUA WHTEPHETA JUIA JAETEWM MJIAJIIEIO [HKOJIBHOI'O
BO3PACTA
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